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-

You need to restart the PAM.SshProxy.Service service after every change to the configuration file.
You can do this in the Task manager, or with powershell command

Restart-Servi ce PAM SshProxy. Servi ce -Force

ALl URLs are specified in lowercase.

The json format does not allow comments in the file, so you must delete lines beginning with the
characters "//"

URL example: https://pam.domain.local/pam/idp
pam.domain.local - the fully qualified DNS name of the management server

Indeed Identity PAM SSH Proxy component can be installed on a dedicated server or on the Indeed
Identity PAM Gateway server.

Go to C:\Program Files\Indeed Identity\Indeed PAM\SSH Proxy folder and edit the appsettings.json file:

Settings

® CoreUrl - PAM Core URL address
® IdpUrl - IdP URL address
® SshProxySecret - Secret for PAM SSHProxy component authentication

1. Go to Indeed.PAM\Misc\ConsoleApp folder
2. Run Command Prompt (CMD)
3. Execute Pam.ConsoleApp.exe generate-secret
4. Use secret and hash values
® Port- TCP port for incoming SSH connections
® TableView - Displaying a list of resources as a table
® HostKeys (ssh-rsa) - Private SSHProxy host key, generate key value with PAM console utility:

Pam Consol eApp. exe gener at e- host - key --size 4096


https://guides.axidian.com/display/IPAMDOC26EN/Configuring+PAM+components#ConfiguringPAMcomponents-GeneratingSSHProxyhostkeys
https://pam.domain.local/pam/idp

{

"Settings": {
"CoreUrl": "https://pam domain.|ocal /panf core",
"IdpUrl": "https://pam domain. | ocal / pam idp",

" SshProxySecret": "20Cbr ZHHcgr gt G | 1CK8HUKh3VNo7

/ MgN21TEC3y 8k DOQGAt 2GKROqzt apTl +z XEsy NRN+9AOL90+4I1 KY/ yBFA==",
"Port": 22,
"Tabl eView': true,

"Host Keys": {

"ssh-rsa": " Bw AAACKAABSUOEy ABAAAAEAAQAds HNl TMIQvYOxI | uh/ 60
| +K4l oKj KqXDgPDT9XVht F2t yZs HOWRN5+WKOW3ZGVhDvdHLi T857HaN2CMe53Jf JHPgy eSeFxb
oeVWHWPk
[ fKLYKf ZEA7hVF1qYf N uDcbResZr kp2Y5P3k9cu8UWHZDPPCUDg 3! hlvpf SS1br | U YvS7wF8N
wWZ5cvXr Tzl YVRI 77akD2Vd y3TZwgj Dj +NgFwGUV1et W Y+c6+QxB4anolLsJVE8zt vBOFG+Y9nV
EvJcr xUkYaFTEj Oggr f | k0Z5BNs CNoWO G
/ 9sGGS4x| Zhbkt df 1FB1nk RxyWIRLnRCPekr R7u3ai WFAkvI j gFhJK4gZkX3SSi | | hi WGWEK8BO
u9Lr LXi Al Pxoi j dSr Uoj 3Na9W 22VkBpT4KBy k YwLj Xdo3v6gN2nl UPYOPsa
| Zmdi KqRCUODADUToqUCC T XPvKyt f W BqnPTdKgXqJd PCPf zCo UGQNCAguwWMTj e CE5My ThkbPt WY
pFPKeebRH2198Q xt hJ1Jchi | GQRNEMKCgodPpZ808DOGUMASAVHNKT 11W KPoPNzj i FW2bTUde
AOCkxa9F9
| ZEJBI YKREi CGPLgeUe7f W/5P1t r +kPxW N3gWWMW2nmsxgh9hf kV4gni7VB9osBYDT+JzRd8s 3y 7i
P6KJI pt 43zPRc1YJa30sQcl ewd0zeeNWDBNHB@B/ hAl ez3CkcZr QRPRsX/ i 82owseHD+EPla
/ bp5pZx77Pt AQM 4V/ 52V\DWiHt 5
[ radx7j aP41kf gT9Ur RIKFf JI pQ pnN YZODoOCoRbNhcdr bcO MCPVe+SvZFi 909KF9HobwM 8D
UOTUcWFL3HQT] bydUi suj Fo5j L64cl vTj bShCt rj Br +9H+ kUW C
/ P9j pY7nbxR1t AugK4YSEl QIscxhnf YA039SU41 b6wZURMKw y Ce MFUJ OEC SkI sOUKeUVBeV4vu
f gAXI sneVngGxb5X8l i Wkl sdR
| Fh7eUGh595) wiNxt VAt SQRPQDdUs Lz Jv XED5RTmXdBb 6 SASoVpJ DVOf f OFy B043gO0R3Dz Xc OQM
ygi zocveHd2af Vf 1UCS| 8vaJ CSXf
/ IJmhg4LdM nFFSDI1pACKk6VHEANQlI Bahcmhk4cwb6Xd5ManVvhN38nmBwlaS3B00Zz 9k Copi Cx
hmAFXXt PsDgNZgr PNW YFgo53t | | K4ghU2q0CxCalLZ+zTW3dUKpYsPcchEKr 3ZYk
/ ggpgBdBkL1G UyHNy8aj 11dWs0dgn3xb5r A
/ 9CFYysshMYD599r X2VDRqy 0l CRmoh3ZS5s0YkqHut STEZdeJ 2wk ZW I nPPj z TH2l Ms 3KOChH
MrEd692TYQVBKYWS CWhk SAUVBh38t 401dhsqZ4KOPaT8dhQVENY A4LmA9y 06gx MDqPHE+cpKi w
t UJMN\g8T8bTI oCyzal O ot f OndxbRi Lq8BRQNyhdn
/ KAl QEMeXNR7 QxaGmir36i 9Anf VAUOLgWORj qj €349/ aadJRi k8FU4RDPUx
| S+tcxhvTaj sNAdzl gvEti nGhnal j MNLOI k9t ZxTYH5VudJ6V
/| DHnf FaPsHETXAf UxFaT+HT+j gl vPsagp5B8U+YB8Cczl t f
/ WHdbGenSb7RKy 70@Bi | ZAl j cp2OKn0ACr wgATLcl FNewz/ KIChSf bbj | W vFcG3wsbl BJI Y
/| ovHZBQk PWwd YGRFAOI CI MHDXENaeve
| SXTYMPs31x| j C4t VuBQNTJavwf cDYCKzr 9WrykV4xbdeJCeyZ9duwdWG7pl j S3dvr | VZGWWWV
45Cv1 exsr do3l xNWKagPYoUnUCHNuHNYh2P35RBhzzhf D1D4nxv4H7i j 1IWOSNNb2f GLKP4v Ggom
6S28h1r cl x\W68svFZROE7Tk74yv/ LDk46! dMvxLvCEHHHI x T+t LBabui onpt Nt n71 0gpChnmyO
/ dbba0460CZ8XoEAvf e7hj Ynxa8ri vljji ZTJAol LQzRzo47Z7ap/ VkcdeTvt N335/ XOEf
/ RTRquHf W XqB3XUi i ct bFQ6YWbN1gWhOr j Y4+7DPEFznqgucg+UeuOm E6JInT boRt
/ mMLARBNTFt v5EWQb2Tf 7J+cuGLRoONOQ+ELI Oy Ok CzIBQssHK746F! wuxK5| 9t 9Hs RMwL60ov
/ WAkm+pgSb/ p6QZsHTes5N
/ +HDgv| VIDNRJoqbn3hEd78J6NMA+pl J9FgNdI | 9TB+r wAN6m DD4cl wi 5MQOSx VRFLCKk z O0YVz
2ah2muUnKr G21 H8i Yxaj 6 Td1CYTx0oGChHaDQDI OUW b4HHpGA Tf A7ni nr NUuy o Txs MLhKaRDGKgw
pbXxuTr aTnXN8kj 7NBaMbRMFRt 3Nr TYMCPEC +7 EPBLX3HDBY u+ntd36Bzc2EBy pGoHY20X/ i CEV
| ZI XCBDv2AOukwKFVt 8t j t vBCxKJIVbg11d8LdFAmYEy 4XYCEt
| Se3t AOBDW362Pi 8f 9Yv5hPHgse41l 3CvC3Fi mvVQzr j DB5Bz
/v71i mb5bZwewZ9l | vUSi WFi 7bl 5vvV/ OvVXdl j Xr saDHGEIVE
| Sj bPaR7 1NPPFkp2HPoRD40Galg9Xwgznkj USoi | t M
/[ v+W j dQPG 6CbX7QeHgzl t X TI5SMhiXm D+Ct OWRFc3FVa7qqpQovJ8l 6 0KbN71 KoHONgF+Fk Mdj
A6JzT3MEBpwDs 8f gu+7t Er 85a6QF5gTHzhWrDCcAOSYdt kX8D/ Dj EZv7sMTIr +a+78Kb
/j 2j 5Gsl Zuob297do7g5d0Pgzi TAX3M 93zbpLx768CBhAHdbuWMChE7Pyi i HhbyVt 6cUl eJYA
10C2qvhzR5dDxJJnUUc8z KMy THps TZx Oz d7ES45hgk Ur 9bc Mm6By W/ vHCI | QYpNdea
/ 9n3QN501 Rvy+EKBz8bf nUQt ThAqpM b2+Pf Qs UQRAI P/ 4pUQxP6NnTSzj hsvNHW3nl h
/ N80j WeEDr r dYxCGosgAe26PAl bWLVAL 61 59uKl Z7FJ0Pb+8dLwWgDgDi OneKl 7AdXEM uwd8r Kf
eJ3el vqDEZI 5YxhRUzkCUj / 1Pgn5k3S8KhVL6Nopf R66 DMUFZRws oNds XM uv DcVA="

}
}

}
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